Almost every computational system a person interacts with keeps a detailed log of that person's behavior. The possibility of this data promises a breadth of new service opportunities for improving people's lives through deep personalization, tools to manage aspects of their personal wellbeing, and services that support identity construction. However, the way that this data is collected and managed today introduces several challenges that severely limit the utility of this rich data.
This thesis maps out a computational ecosystem for personal behavioral data through the design, implementation, and evaluation of Phenom, a web service that factors out common activities in making inferences from personal behavioral data. The primary benefits of Phenom include: a structured process for aggregating and representing user data; support for developing models based on personal behavioral data; and a unified API for accessing inferences made by models within Phenom. To evaluate Phenom for ease of use and versatility, an external set of developers will create example applications with it.
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THE PROMISES AND CHALLENGES OF PERSONAL BEHAVIORAL DATA
In the last decade, our society has experienced a fundamental advance in the ability to capture the unfolding actions of individuals. This shift is caused by the everincreasing number of daily activities that are now mediated by internet-connected computing technology. These activities include: social interactions (e.g., email, SMS, phone, Skype, Facebook), planning and coordination (e.g., calendars, Tripit, Basecamp, online to-do lists), entertainment (e.g., Youtube, iTunes, Netflix, Spotify), and commerce (e.g., online banking, credit card purchases, Amazon, Zappos, eBay). Given this trajectory, looking towards the future it seems almost inevitable that within the next generation a large percentage of the population will have personal behavioral data logs that span their lifetimes.
As people continue to interact with more and more computational systems across all of the dimensions of their lives, the aggregate of this data provides a more and more detailed trace of their actions in the world [7] . The possibility of this data promises a breadth of new service opportunities for improving people's lives.
Personal behavioral data can be used to help understand the differences between individual users and then to tailor interactive computing behavior to those users. For example, applications might automate or partially automate the process of specifying sharing preferences [3, 6] , or a system might infer that a user is stressed and limit extraneous notifications during that time. Another opportunity for using this data is through tools to manage aspects of the user's personal wellbeing like physical activity [1] or mental health. Finally, humans are self-reflective, and psychology research has explored the importance to people in modern society of being able to construct a coherent narrative about one's life [2] . There is a distinct opportunity for leveraging personal behavioral data to support selfreflection, identity creation and maintenance, and the continuous reconstruction of these life stories [5] .
However, the manner in which this data is currently being collected creates significant challenges for realizing the potential of this personal behavioral data. Today, a person's data is distributed across a variety of service providers and resides in many different formats, which prohibits any attempts at a holistic egocentric view of a user's data [4] .
Further, the interpretation of the data is inherently userspecific, which in particular has implications for providing ground-truth labels for machine learning models. Specifically, in most cases the data has to be labeled by the person who generated the data, and often the recording of this data is time sensitive. For example, if the ground truth data is "stress", only the user can answer how stressed she is, and she must record that information for a particular point in time before she forgets whether or not she was stressed. This is in contrast to many other types of ground truth (e.g. handwriting recognition). Finally, in order to realize the value of this data, application developers must access large amounts of potentially sensitive user data, even when their interest is only in the resulting inference.
Ultimately, there is no standard or reusable process for dealing with personal behavioral data. Application developers and researchers who wish to build on top of personal behavioral data typically follow ad-hoc processes that require lots of redundant effort, and these efforts are usually not reusable.
The goal of this thesis is to make it dramatically easier to capture and make use of personal behavioral data. To this end, I describe the design and implementation of the Phenom web service. Phenom is a proof-of-concept system that represents a fundamental shift in the way that personal behavioral data is handled from a source-centric model to a user-centric model. The individual steps that Phenom supports (data aggregation and linking, feature extraction, ground truth collection, model building and refinement, and access to inferences through a unified API) have each been handled many times before in an ad-hoc manner for specific applications. Phenom contributes general solutions to these problems, in addition to a broader framework for connecting each of these steps together.
MAKING AND USING INFERENCES FROM PERSONAL BEHAVIORAL DATA
To understand how we can improve the process of using personal behavioral data, we must first understand the process as it stands today. For example, an application developer could wish to use call logs, Facebook logs, and email logs to make an inference about the emotional closeness of the user's social relationships so that the application can show the user their friends in order of closeness, instead of alphabetical order. To do this, the developer must take the following general steps:
Building the model -The developer has to get access to a dataset with call logs, Facebook logs, and email logs that is labeled with the ground truth closeness data. Next, the developer has to construct features, build, and refine the model as necessary.
Accessing and aggregating the user's data -
The developer needs to connect to the individual data sources for Facebook, email, and call logs. In the case of call logs, this may mean building a separate application to harvest the call logs from the smartphone (if it can be done at all), and in the case of email and Facebook it may mean connecting to existing APIs. Finally, there is the process of interconnecting all of the data. In this case, all of the data for a particular contact needs to be linked together to the same person.
Handle uncertainty and incorrect inferences -The developer needs to handle cases where the model is incorrect, and in some cases should let the user correct the inference so that the interface does not continue to display wrong information to the user.
Ultimately, this is a lot of work, and in most cases the developer might not even attempt to complete all of the steps. On the other hand, a lot of the work in this process is necessary for several types of inferences. By imposing a structure on this process, the redundant pieces could be factored out.
THE DESIGN OF THE PHENOM WEB SERVICE
Phenom is a service that facilitates the management and usage of personal behavioral data. The fundamental goal of Phenom is to factor out as much redundant effort as possible for dealing with personal behavioral data. Phenom is named as a reference to phenomenology, the study of the structures of subjective experience and consciousness.
Aggregating, Storing, and Querying Raw Data
The first component of Phenom will handle the raw personal behavioral data. It will include facilities to draw data together from external public APIs by polling them periodically. It will also contain its own API endpoints for applications and services that wish to provide it directly with personal behavioral data without the use of an API.
An important feature of the data store is that the raw data should be easily interconnected across the different sources, but should not be so rigid as to cause the granularity or completeness of the data to be sacrificed.
To address these concerns, Phenom implements a flexible structure, which is diagrammed in Figure 1 and described in more detail below:
Data Source Table - All sources of behavioral data will have an entry in the data source table, which will enable Phenom to track the provenance of raw data. This may be necessary for later interpreting the data, or tracking down duplicate or false raw data. Identity Tables -The identity tables (which appear on the left side of Figure 1 ) connect people to a particular piece of behavioral data (e.g., the communication partner of a phone call). Each entry in the Bdata_Identity join table represents a person who is related to a piece of behavioral data. That entry includes a pointer to the role of the person in the conversation (e.g., the "caller" in a phone call), as well as the actual identity through which the interaction took place (e.g., a phone number). Finally, each identity also links to an entry in the Person table, which allows multiple identities (e.g. phone numbers, email addresses, etc) to link to a single person. Through this structure, an arbitrary number of people can be associated with a particular piece of behavioral data.
Attribute Tables -The attribute tables (which appear on the right side of Figure 1 ) are a way of attaching arbitrary descriptors to each piece of personal behavioral data in a way that will allow the attributes to be associated with behavioral data from many different sources. So, for example, two attribute types that are relevant for phone calls are "communication type" and "synchrony", and the corresponding attribute values are "voice" and "synchronous". This allows for easy querying of attributes regardless of what the source of the data was. So, for example, it would be possible to query for all "synchronous" data, which might include both phone calls and instant messages, but not voicemails.
Overall, this raw data structure is extremely flexible, and ensures that interrelated data can be retrieved all together regardless of where it came from. On the other hand, one limitation of this kind of a general data structure is that it is not particularly easy to learn or work with.
To address this issue, Phenom will also include "views" on the data. These views are simply a way of translating conventional types of data (e.g. call log, location trace, email message) into its corresponding representation in the raw data structure. These views will be useful alternatives for storing and retrieving data from the raw data store, and will be useful in helping to maintain a standard in the definition of data across multiple data sources.
Collecting Ground Truth and Building Inference Models
Phenom will support collecting arbitrary ground truth from users. A developer can specify: the name of the data being collected; whether the data is nominal or numeric and the range of acceptable values; whether the ground truth is user-specific like "mood", or friend-specific like "tie strength"; and finally, the timespan for which that the inference is valid.
Phenom will implement some basic functions for extracting common types of features from personal behavioral data. This further simplifies the process of constructing models by providing a base set of features that a developer can try. Using features extracted from the collected raw data and corresponding ground truth labels, Phenom will support model developers in training and testing inference models.
Public API For Accessing Inferences
Ultimately the goal of Phenom is to make the resulting inferences from these models available to client applications. Application developers who wish to use inferences from Phenom within their applications will be able access the generated inferences through a simple REST API, which will require the developer to obtain an API key. End users will be able to grant the client applications access to the resulting inferences through a typical OAuth authentication process. Finally, application developers are encouraged to incorporate facilities within their applications for users to fix incorrect inferences. Phenom will provide a basic API to accept these corrections as additional labeled ground truth, which will serve to further improve models.
A Framework for Handling Personal Behavioral Data
Together, these system components impose a process and a basic framework for handling personal behavioral data. This framework factors out the redundant effort that is involved in building inferences from personal behavioral data, in particular the burdensome process of aggregating the data. This process also enables a more iterative and less static process for building and improving inference models. These significantly lower the bar to building inferences on top of personal behavioral data.
By employing this framework, application developers who do not have the resources to construct their own inferences can still make use of inferences and even help to improve them through the user's feedback. This process also creates the potential for consistency across independent applications and services: whether an inference is right or wrong, it is right or wrong across all of the user's various applications and services. If an incorrect inference is corrected once, it is corrected everywhere, globally improving the user experience.
Managing Privacy
The end-user's privacy is a major concern in handling personal behavioral data, and in particular when aggregating that data as Phenom will be doing. The challenges involved in empowering users to maintain their privacy in this system are complex, and are a rich area to examine in further detail. The correct solution for dealing with privacy will require significant effort that is beyond the scope of the initial implementation of Phenom. Once Phenom has been implemented, it can serve as a platform to build our understanding of how to manage privacy in this setting. In the meantime, Phenom will still require some degree of privacy controls. As an intermediate solution, Phenom will support basic access controls to grant or deny Doctoral Consortium/Symposium Submissions UIST'13, October 8-11, 2013, St. Andrews, UK access to third party applications that are accessible through the OAuth-secured public API.
System Assumptions
In a project of this size, it is important to set out the assumptions and limitations of the system. First, Phenom is being designed as a centrally managed service. The assumption then is that all code running within the service is trusted, and we are not concerned about leaking data by running adversarial model code within Phenom.
Along these same lines, an important assumption is that the app developers that make use of the public API are also not evil and will not exploit the data that they access from Phenom. While this is not an ecologically valid assumption, the challenges that are involved in trying to guarantee ironclad privacy are beyond the scope of this project.
EVALUATING PHENOM
The third and final major piece of the proposed work for this thesis is the evaluation of the Phenom service. My plan for evaluating Phenom comes in two parts.
Example Applications
I will implement several example applications on top of Phenom. One possibility for an example application is a personal informatics dashboard, which will show the user some basic information about the data about her that is contained within the system. Another possible application is a "relationship book," which would show some basic information about the user's social relationships, and their patterns for communicating with specific people. These example applications serve two purposes. First, they are tools that I can use to drive development of Phenom and to monitor my progress. Second, the will serve to help demonstrate the rich capabilities of Phenom.
External Developers Evaluation
This component of the evaluation will involve external developers using the Phenom Service to construct their own client applications to demonstrate the breadth and utility of the service. The specific process for doing this is currently left open because it will depend on a set of external constraints. This section contains several of the different options for conducting this evaluation.
One option is to instruct a project-based programming course or independent study in which students will implement different components for or an application on top of Phenom, including data aggregators, models, and client applications. There is great potential to uncover a broad set of applications with this option, which will enable the evaluation to include a view of how Phenom supports a broad array of applications. Another related option is to partner with an existing programming project course to have Phenom be a component for one of the course assignments. In this case, students would only develop a client application on top of Phenom, instead of also developing different components for Phenom.
Another possibility for evaluating Phenom against a broad range of applications is to conduct a hackathon. The benefits of this evaluation are that there are possibly fewer external dependencies as compared with coordinating with a class that is being taught. On the other hand, it may be challenging to motivate participation.
Finally, a backup option is to conduct a user study where study participants build a simple application that employs Phenom. This is a last resort because it is not as convincing nor is it particularly ecologically valid, but it will suffice if the other evaluation options prove infeasible.
CONCLUSION
Together, the components of Phenom impose a process and a basic framework for handling personal behavioral data. This framework factors out the redundant effort that is involved in building inferences from personal behavioral data, in particular the burdensome process of aggregating the data. This process also enables a more iterative and less static process for building and improving inference models. Combined, these significantly lower the bar to building inferences on top of personal behavioral data.
